
10 June 2019

09:30 - 10:30 UGRA-CLASSIC Congress Centre (22, Mira Street)

REGISTRATION OF PARTICIPANTS

09:30 - 19:30 UGRA-EXPO Exhibition and Convention Center (19, Studencheskaya Street)

OPENING AND WORK OF THE EXHIBITION
INFORMATION TECHNOLOGIES FOR EVERYONE

10:30 - 12:00 UGRA-CLASSIC Congress Centre (22, Mira Street)

OPENING AND PLENARY SESSION OF THE
XI INTERNATIONAL IT-FORUM WITH PARTICIPATION OF BRICS AND SCO
COUNTRIES

13:30 - 15:00

BREAK (LUNCH)

15:00 - 18:00 (according the Program)

SESSIONS, ROUND TABLES AND PANEL DISCUSSIONS OF IT-FORUM

16:30 - 18:30

MEETING OF THE INTERNATIONAL EXPERT CLUB ON INFORMATION SECURITY "UGRA
CLUB"
STRATEGIC ISSUES OF INTERNATIONAL COOPERATION IN CYBERSPACE



Business buffet table

20:00 - 23:00

CULTURAL PROGRAM

11 June 2019

09:00 - 09:30 UGRA-CLASSIC Congress Centre (22, Mira Street)

REGISTRATION OF INFOFORUM-UGRA PARTICIPANTS

10:00 - 12:30 UGRA-CLASSIC Congress Centre (22, Mira Street), Grand Hall

INTERNATIONAL CONFERENCE ON INFORMATION SECURITY WITH PARTICIPATION OF
BRICS, SCO, CSTO AND OTHER COUNTRIES INFOFORUM-UGRA

PLENARY SESSION

Topics for discussion:

Modern problems of formation of the International Information Security System. Global Risks and
Threats in the Information Sphere.

International Cooperation in the field of Information Security within BRICS, SCO, CSTO, UN and
other international organizations. The necessity of expert partnership development.

Digital Economy. New Intelligent Solutions, Distributed Computing Technologies, Industrial Internet
and Internet of Things, Artificial Intelligence and other technologies and its impact to Information
Security.

Security of Critical Information Infrastructure: Information Security in Energy, Industry, Transport,
Communications etc.

E-Government, e-Medicine, e-Education, e-Tourism and Information Security. Personal Data
Protection and other actual tasks.

Information Security in Financial Sector. The practice of countering Cyber Attacks and Building the
Information Monitoring Centers.

Smart City and Safe City Technologies: creating a comfortable and safe environment for citizens and



organizations.

Situational Centers: the development of Information-Analytical and Intellectual methods of
Monitoring Processes.

Safer Internet Solutions for Cross-Border Electronic Interactions.

Social Networks and Intellectual Systems of Information Security. Counteraction the Ideology of
Terrorism and Extremism.

Private Information Protection

MODERATOR:
Ernest VALEYEV,
First Deputy Chairman of the Committee of the State Duma of the Russian
Federation on Security and Anti-Corruption, Co-Chairman of Infoforum Organizing
Committee

REPORTS:
Andrey KRUTSKIKH,
Special Representative of the President of the Russian Federation on International
Cooperation in the Field of Information Security

Vladimir POTAPENKO,
Deputy Secretary General of the Shanghai Cooperation Organization:
«SHANGHAI COOPERATION ORGANIZATION (SCO) AND INTERNATIONAL
INFORMATION SECURITY»

Vladimir MASLOV ,
Director of the Digital Development Department of the Chamber of Commerce and Industry of the
Russian Federation - with the Foreword from the President of the Chamber of Commerce and
Industry of the Russian Federation

Nikolay MURASHOV,
Deputy Head of the Center of the Federal Security Service of the Russian
Federation:
«PROTECTION OF THE INFORMATION IN A DIGITAL ECONOMY»



Prof. FANG Binxing,
Chairman of China Security Alliance of Cloud and Emerging Technology Innovation
(C-CSA):
«ROOT-DNS. THE RECENT PROGRESS OF THE EXCITING PROJECT»

General Tan Sri Dato’ Seri Panglima Mohd Azumi Bin Mohamed,
Chairman of the Board of Directors of CyberSecurity Malaysia:
«INTERNATIONAL COOPERATION IN COUNTERING TERRORRISM IN THE
DIGITAL ERA OR GLOBAL CHALLENGES AND THE MAIN TASKS IN THE FIELD
OF INFORMATION SECURITY»

Murat KUNAKBAEV,Head of the Office of Countering the Challenges and Threats of the Collective
Security Treaty Organization Secretariat;
Alexander KUZNETSOV, Advisor to the Collective Security Treaty Organization Secretariat:
«SOME ASPECTS OF COMPLEX MEASURES IN CSTO TO RESIST THE CRIMINAL ON THE
INTERNET»

Prof. JUANG Yu, Guangzhou University,
Prof. LI Yuhang (Yale Li), Chairman of the Cloud Security Alliance (GCR); CSO&CIO of Yingzi
Tech:
«EMERGENCY TECHNOLOGY&SECURITY - INTERNATIONAL BEST PRACTICES»

Mikhail VARENTSOV,
Head of the Information Technology Directorate of the Main Directorate of Communications of the
National Guard of the Russian Federation:
«IMPORTSUBSTITUTION OF THE SOFTWARE IN THE FORCES OF THE NATIONAL GUARD OF
THE RUSSIAN FEDERATION»

Evgeny GURARY, 
Assistant to the Plenipotentiary Representative of the President of the Russian
Federation in the Urals Federal District:
STRENGTHENING OF THE INFORMATION PROTECTION IN THE REGIONAL
AUTHORITIES

Evgeny NIKITIN,
Rostelecom-Solar, Special Projects Director:
«TRUSTED SERVICES AND THE PROBLEM OF LEGAL SIGNIFICANCE»

Zeken ISMAILOV,



Deputy Director of the State Technical Service of the National Security Committee of the Republic of
Kazakhstan:
«INFORMATION SECURITY INSURANCE IN THE REPUBLIC OF KAZAKHSTAN»

Pavel REVENKOV,
Deputy Head of the Center for Monitoring and Responding to Computer Attacks in
the Credit and Financial Sphere of the Bank of Russia:
«THE RESULTS OF THE FINCERT ACTIVITY»

MINH TRI LUU,
Authority of Information Security, Ministry of Information and Communications of Vietnam:
«APT-PROTECTION FOR CRITICAL INFRASTRUCTURE»

Roman KOBTSEV,
Deputy General Director of Perspective Monitoring CJSC:
«CYBERCUTION AS A WAY TO INCREASE THE EFFICIENCY OF INFORMATION SECURITY
PROCESSES»

12:30 - 13:00 UGRA-CLASSIC Congress Centre (22, Mira Street)

 

SIGNING OF INTERNATIONAL AGREEMENTS

AWARD CEREMONY OF THE PROFESSIONAL PRIZE FOR THE DEVELOPMENT OF
INTERNATIONAL RELATIONS IN THE FIELD OF INFORMATION SECURITY

14:00 - 18:30 UGRA-CLASSIC Congress Centre (22, Mira Street), Grand Hall

STRATEGIC SESSION 1. DIGITAL TRANSFORMATION AND INFORMATION SECURITY

Topics for discussion:

Comprehensive and System Solutions in the Field of Information Security in the transition period to
a Digital Economy and to a Digital Management Methods. Priority Issues.
Information Security of a Critical Information Infrastructure. Domestic and Global Trends in the
development of Modern Systems for detecting and preventing Computer Attacks on Critical
Information Resources.
Digital Transformation in the Field of Telecom, Mass Communications and the Internet. Secure and
reliable solutions for Public Electronic Services and Communications.



Information Security in Financial Markets. The Pass-through Digital Technologies impact. Benefits
and Vulnerabilities of Big data, Distributed Registry Technologies, Artificial Intelligence,
Virtualization, Cloud Computing, Blockchain etc.
Digital Transformation in the Energy, Industry and Transport sectors. Computer Attacks
Counteraction Solutions for Enterprises and Automated Control Systems.
Implementation of current Federal and Regional programs. The first results.
Robotics and Information Security.

MODERATORS:
Ilya KOSTUNOV,
State Duma of the Russian Federation, Advisor to the Deputy Chairman of the State
Duma

Evgeny NIKITIN,
Rostelecom-Solar, Special Projects Director

REPORTS:
Armen HAKOBIAN,
Chief Specialist of the Information Policy and Cyber Security Department of the Military Security
Directorate of the Office of the Security Council of the Republic of Armenia:
«INTERNATIONAL COOPERATION IN THE FIELD OF INFORMATION SECURITY IN BRICS, SCO,
CSTO, UN AND OTHER INTERNATIONAL ORGANIZATIONS. THE NECESSITY FOR
DEVELOPMENT OF EXPERT PARTNERSHIP»

Zahri Bin Yunos,
Chief Operating Officer of CyberSecurity Malaysia:
«CYBER THREATS MITIGATION MODEL: MALAYSIA EXPERIENCES»

 

Konstantin CHEREZOV,
Rostelecom-Solar, Head of Information Services Business Development:
«CYBERSECURITY AS A SERVICE»

Anastasia SELYAEVA,
Consultant of the Office of the Federal Service for Technical and Export Control of Russia, Urals
Federal District:



«REALIZATION OF THE REQUIREMENTS OF THE LEGISLATION OF THE RUSSIAN FEDERATION
IN SECURITY OF CRITICAL INFORMATION INFRASTRUCTURE OBJECTS»

Vladimir YATSYUK,
Positive Technologies, Products Promotion Manager:
«THE STORY OF ONE SOC»

Marina ROGOVA,
Astra Linux Group, Leading Manager of the Promotion Department:
«ASTRA LINUX - SYSTEM PLATFORM FOR IMPORT SUBSTITUTION» 

Alexander NEMOSHKALOV,
Security Code LLC, Director for Business Development:
«COMPLEX SECURITY OF WEB PORTALS THAT MEET THE REQUIREMENTS OF
THE RUSSIAN LEGISLATION. CONTINENT IPS + WAF + TLS»

Aleksey IVANOV,
Rostelecom-Solar, Presale Architect of the Direction of Protection of Automated Process Control
Systems:
«CYBER SECURITY OF AUTOMATIC PROCESS CONTROL SYSTEMS IN THE AGE OF DIGITAL
TRANSFORMATION. TO BE OR NOT TO BE?»

Vladimir VERSHININ,
Confident LLC, Leading Partner Relations Manager:
«ENDPOINT PROTECTION TOOLS: MYTHS AND REALITY IN THE ERA OF
IMPORTSUBSTITUTION»

Vladimir GAMZA,
Chairman of the Council of the Chamber of Commerce and Industry of the Russian
Federation on Financial-Industrial and Investment Policy, Ph.D.:
«DIGITAL FINANCIAL ASSETS: SECURITY PROBLEMS»

Olga ISAEVA,
Rostelecom-Solar, Leading Business Analyst Solar Dozor:
«DIGITAL TRANSFORMATION OF SECURE INTERNET ACCESS: STANDARD SOLUTION FOR
GOVERNMENT»

Ivan SHCHERBAK,
Vice-President of Asterit LLC:



«COUNTERACTION TO СOMPLEX СYBER THREATS IN THE ERA OF DIGITAL
TRANSFORMATION»

Andrey SIDENKO,
Expert on Children’s Online Security, Kaspersky Lab JSC:
«LEARNING THE BASICS OF CHILD CYBERSECURITY IN A DIGITAL EDUCATIONAL
ENVIRONMENT»

Denis TURIN,
Director of the SCO Business Club:
«PROSPECTS FOR COOPERATION OF SCO BUSINESS ASSOCIATIONS IN THE
SPHERE OF DIGITAL ECONOMY AND ELECTRONIC TRADE»

Dr. Abhiskek VAISH,
Assistant Professor, Indian Institute of Information Technology:
«CYBER RESILIENCE - NEW CYBERSECURITY PARADIGM»

Zarlyk ZHUMABEK uulu,
Director of Operations, Information Technology Department, AUCA, Republic of Kyrgyzstan:
«INFORMATION SECURITY AND INTERNATIONAL COOPERATION IN THE SPHERE OF
EDUCATION»

14:00 - 16:30 UGRA-CLASSIC Congress Centre (22, Mira Street), Organ Hall

PANEL DISCUSSION 2. SAFE CITY&REGION. INTELLECTUAL INFORMATION AND
ANALYTICAL SYSTEMS

Topics for discussion:

Federal, regional and municipal programs of the “Safe City” complex. Unified System Approach
realization in Digital.
Situation Centers as the basis for monitoring and security management in a region, city and large
enterprise. The practice of Modeling Situations and the Introduction of Intelligent Systems for
Managing.
Smart and Safe City as an Ecosystem of Technical Solutions and Organizational Measures. Topical
issues of Digital Services development (Distance Education, Digital Medicine, etc.) and Information
Security.
Analytical Solutions for Video Surveillance and Video Recording Systems. Biometric Systems of
Identification of the person as the decision for terrorism and criminality counteraction.
Interdepartmental and Inter-Sectoral Information Interaction in the implementation. Big Data
Processing and Storing. Authentication and Identification of a user.
Public Emergency Alert. The practice of introducing Intelligent Emergency Transport Systems "ERA-
GLONASS".
System-112: information support and solutions for Rapid Response Services.



MODERATORS:
Vladimir GAMZA,
Chairman of the Council of the Chamber of Commerce and Industry of the Russian
Federation on Financial-Industrial and Investment Policy, Ph.D.

Alexander ZHUKOV,
Head of National Forum for Information Security «INFOFORUM» Association, Ph.D.

REPORTS:
Oleg SEDOV,
Rostelecom-Solar, Director of Development:
«CYBERSECURITY CHALLENGES IN THE FACE OF DIGITAL ECONOMY»

Vladimir YEREMIN,
First Deputy Director of the Higher School of Public Administration, Lomonosov
Moscow State University:
«DIGITALIZATION OF GOVERNMENT AND PROBLEMS OF SECURITY»

Denis KRIVENTSOV,
PJSC Rostelecom:
«SAFE CITY COMPLEX. KEY ASPECTS OF IMPLEMENTATION»

Ms. Zhang Chunyan,
Engineer of Institute of Information Engineering, Chinese Academy of Science:
«SAFE CITY SOLUTIONS. EXPERIENCE OF CHINA»

Ilya KHOLKIN,
State Atomic Energy Corporation ROSATOM, Deputy Director of the Information Technology
Department:
«ROSATOM INDUSTRIAL CENTER OF SAFETY OPERATORS: RESULTS, TASKS AND PROSPECTS
OF DEVELOPMENT»

Evgeny TORGASHIN,
PJSC Megafon, Head of the Digital Projects Development Department:



«APPLICATION OF SYSTEMS FOR MONITORING AND EARLY DETECTION OF FOREST FIRES»

Sergey CHUPRIS,
Deputy Director of the State Autonomous Institution of the Kaliningrad Region, the Russian
Federation «Kaliningrad State Research and Development Center for Information and Technical
Security:
«THE EXPERIENCE OF INFORMATION SECURITY INSURANCE IN THE KALININGRAD REGION»

Mikhail DUBKO,
Investigator for Particularly Important Cases of the Investigative Committee of the Republic of
Belarus:
«CURRENT ISSUES OF CRIMINAL RESPONSIBILITY FOR INFORMATION SECURITY CRIMES IN
THE REPUBLIC OF BELARUS»

Marina BORONENKO,
Ugra State University, Associate Professor of the Oil and Gas Institute:
«APPLICATION OF VIDEO-ANALYTICAL SECURITY SYSTEMS IN THE RECRUITMENT»


