== sanae ISt International Conference on Information Security

aimimes with SCO, BRICS, CSTO participation
I N FO FO R U M u g ra Khanty-Mansiysk
6 urons 2017
05:00 - 07:00

ARRIVAL OF PARTICIPANTS IN KHANTY-MANSIYSK

10:30 - 20:00
PARTICIPATION IN 9TH INTERNATIONAL IT-FORUM EVENTS

OFFICIAL OPENING CEREMONY OF THE 9TH INTERNATIONAL IT FORUM WITH THE
PARTICIPATION OF BRICS AND THE SCO COUNTRIES PLENARY SESSION

Strategic Session, Panel Discussions and Round Tables
(according to Program of IT-Forum)

7 uroHs 2017

10:00 - 17:30

INTERNATIONAL CONFERENCE FOR INFORMATION SECURITY «INFOFORUM-UGRA»

10:00 - 13:00

STRATEGIC SESSION
INTERNATIONAL COOPERATION IN THE FIELD OF INFORMATION SECURITY: STATE,
SOCIETY AND BUSINESS INITIATIVES

Moderators:

e Mr. Alexey Moshkov, Head of the Bureau of Special Technical Measures of the Ministry of
Internal Affairs of Russian Federation, Co-chairman of the Organizing Committee of the
National Forum for Information Security «Infoforum»

e Mr. Boris Miroshnikov, Co-chairman of the Organizing Committee of the information
security forum «Infoforum», Member of the Board of Directors of the National Payments



Council

e Mr. Andrey Krutskikh, special representative of the President of the Russian Federation on

international cooperation in the field of Information Security

Presentations:

1.

w

10.

11.

12.

13.
14.

15.

16.

Mr. Alexey Moshkov, Head of the Bureau of Special Technical Measures of the Ministry of
Internal Affairs of Russian Federation, Co-chairman of the Organizing Committee of the
National Forum for Information Security «Infoforum»

. Mr. Nikolay Murashov, Deputy Head of the Center of the Federal Security Service of Russia:

«Global challenges and major problems in the field of Information Security»

Ms. Faith Muthanbi, Minister for the Public Service and Administration

Mr. Vladimir Nikishin, Head of Information Programs Department of the Collective Security
Treaty Organization

. General Tan Sri Dato’ Seri Panglima Mohd Azumi Bin Mohamed, Chairman Board of

Directors of the CyberSecurity Malaysia: Confidence Building Measures in International
Cybersecurity

Mr. Nguyen Thanh Hai, Director General of the Athority of Information Security, Ministry of
Information and Communications of Vietnam

. Mr. Anatoly Smirnov, President of the National Institute for Global Security Studies, Doctor

of Historical Sciences, Professor, Member of the Presidium of the Russian Academy of Natural
Sciences: «Information challenges of hybrid wars in the global security discourse»

. Mr. Evgeny Zenchenko, head of the sector of the State Secretariat of the Security Council of

the Republic of Belarus: «On Topical Aspects of Information Security in the Republic of
Belarus»

. Mr. Askar Zhunisbek, First Deputy Director of the State Technical Service of the Republic of

Kazakhstan: «On the tasks of ensuring information security in the Republic of Kazakhstan and
international cooperation issues»

Mr. Vahe Saratikyan, Secretariat of the National Security Council of the Office of the
President of the Republic of Armenia: «Actual problems of ensuring the Information Security
in the Republic of Armenia»

Mr. Anatoly Matveev, Head of the Operational Analytical Center under the President of the
Republic of Belarus: «The main activities in the field of information security in the light of new
challenges and threats»

Mr. Igor Panarin, Coordinator of Analytical Associations of the Collective Security Treaty
Organization (CSTO): «About CSTO activities in the field of Information Security»

Mr. Amitabh Satyam, Chairman of Smart Transformation: «Smart and Safe City»

Mr. Maxim Dolginin, Project Manager, PJSC «Rostelecom»: «Information Security
Economics»

Mr. Vyacheslav Kasimov, Executive Director of Information Security of «FK Otkrytie» Bank:
«Counteraction to cyber threats of credit organizations»

Mr. Sergey Kramarenko, «Sberbank», Department of Counteraction to Cyber-fraud:
«Development of the system of legislative support of Information Security at the national and
international levels»

Invited to give a speeches and participate:

* Deputies of the State Duma of the Russian Federation (the Committee for Information Policy,
Information Technologies and Communications, the Committee for Security and Anti-Corruption);
* Members of the The Council of the Federaton of the Federal Assembly of the Russian Federation;



* Representatives of the Presidential Administration and the Government Executive Office of the
Russian Federation;

* Representatives of the state regulators of the Information Security industry of the Russian
Federation (the Security Council of the Russian Federation, the Federal Security Service, the
Federal Service for Technical and Export Control, The Ministry Of Internal Affairs of the Russian
Federation, the Federal Service for Supervision of Communications, Information Technology and
Mass Communications, the Central Bank of the Russian Federation);

* Representatives of the Russian ministries: Ministry of Foreign Affairs, Ministry of Teelecom and
Mass Communications, Federal Communications Agency, EMERCOM of Russia, Ministry of
Economic Development, Ministry of Finance, Ministry of Education and Science, other federal and
regional authorities of Russian Federation;

* Representatives of the SCO Secretariat, SCO Business Council, the CSTO Secretariat, the
Executive Committee of CIS and EAEU;

* Representatives of the state administrations of SCO, BRICS, CSTO, EAEU members and other
countries;

* Chinese Cyber Security Association (CCSA);

* Association of Cloud Technology Security in China (CSA GCR);

* Representatives of the Chamber of Commerce of the Russian Federation, Association of Russian
Banks, the Association of Internet of things and other professional associations;

* Managers and experts from leading Russian and international IT-companies.

14:00 - 15:30

ROUND TABLE 1.
INFORMATION SECURITY OF UP-TO-DATE TECHNOLOGIES. TRENDS 2017

Moderators:

e Mr. Alexander Zhukov, Executive Secretary of the Organizing Committee of National
Information Security Forum «Infoforum»

e Mr. Askar Zhunisbek, First Deputy Director of the State Technical Service of the Republic of
Kazakhstan

Presentations:

1. Mr. Alexander Terekhov, «Samsung Electronics Rus», Head of Corporate Sales: «Advanced
Solutions for Information Security: mobile workplaces»

2. Mr. Sergey Duryagin, Vice-President of OJSC «InfoTeKS»: «Systems for detection and
analysis of computer attacks»

3. Mr. Daleep Kaul, CEO & Founder Dalan Technology, India: «Relevant Electronics
Production: Problems, Solutions and Opportunities»

4. Mr. Andrey Dugin, Information Security Engineer, Acting Head of Information Security
Department of PJSC «MTS»: «Joint protection of IoT for all market participants»

5. Ms. Olga Makarova, Head of PJSC «Rosteklecom»: «Information security in modern reality»

6. Mr. Alexander Ignatovsky, Head of Business Development Department, Kraftway
Corporation PLC: «Russian Computer Engineering as a Basis for the Development of the
Information and Telecommunications Infrastructure»

7. Mr. Vladislav Syurkaev, Project Director, PJSC «Rostelecom»: «Creating an operator of the
infrastructure for the collection and processing of technological data based on Lorawan
technology» (Internet of things)



8. Mr. Alexander Saprykin, representative of the Organizing Committee of «Infoforum» in the
Republic of Belarus: «Transhoundary covered cooperation based on the laws of Russia and
Belarus»

15:30-17:30

ROUND TABLE 2.
INFORMATION SECURITY IN THE FINANCIAL AND CREDIT AREA

Moderators:

e Mr. Boris Miroshnikov, Co-chairman of the Organizing Committee of the information
security forum «Infoforum», Member of the Board of Directors of the National Payments
Council

e Mr. Timur Aitov, member of the Chamber of Commerce and Industry Committee on Financial
Markets and Credit Organizations, PhD in Physical and Mathematical sciences

Presentations:

1. Mr. Vladimir Gamza, Chairman of the Chamber of Commerce and Industry Committee on
Financial Markets and Credit Organizations, Chairman of the Board of Directors of the Group
of Companies «Financial Integrator», PhD in Economic and Juridical Sciences: «Crypto-
currency: undermining state sovereignty or a new form of international money»

2. Mr. Dmitry Gadar, Director of the Information Security Department, PJSC Bank «FK
Otkrytie»: «Analysis of two targeted attacks on the organization»

3. Mr. Artem Bychkov, Head of redteam, PJSC Bank «FK Otkrytie»: «The choice of security
solutions: the approach of Bank «FK Otkrytie»

4. Mr. Andrey Petukhov, CEO of Solid Lab: «Protection of corporate resources in the era of
non-trusted client devices»

Panel discussion
Information security in the financial industry: the evolution of threats. The role of
regulation and setting standards

14:00 - 17:00

ROUND TABLE 3.
SAFETY OF CRITICAL INFORMATION INFRASTRUCTURE IN ACTUAL CONDITIONS

Moderators:

e Mr. Nikolai Murashov, Deputy Head of the Center of the Federal Security Service of Russia
e Mr. Anatoly Smirnov, President of the National Institute for Global Security Studies, Doctor
of Historical Sciences, Professor, Member of the Presidium of the Russian Academy of Natural



Sciences

Presentations

1.

10.

11.

Mr. Stanislav Furta, professor of the Moscow City University of Management under the
Moscow Government, professor of RANEPA, Director of the Center for Management of
Innovative Projects of the Institute of Economic Strategies of the Russian Academy of
Sciences, assistant of the member of The Council of the Federation of the Federal Assembly of
the Russian Federation E.V. Isakov, PhD: «Security of Critical Information Infrastructure in
Modern Conditions»

. Ms. Elena Gromova, Deputy Director of the Department of Information Technologies in the

Field of Public and Municipal Finance Management and Information Support of the Budget
Process of the Ministry of Finance of the Russian Federation

. Mr. Alexey Smirnov, advisor to the General Director of Basalt SPO LLC, Mr. Alexander

Krayev, Commercial Director of Basalt SPO LLC: «Software development infrastructure is an
obligatory element of Information Security of the State»

Mr. Dmitry Kostrov, Director of Information Security, SAP CIS: «Application of modern
advanced monitoring and analysis systems to ensure the security of critical information
infrastructure»

. Mr. Oleg Savitsky, First Deputy General Director, «Voentelecom»: «Modern Approach to

Security in the IT Infrastructure»

Mr. Evgeny Dolbanov, Development Director of SearchInform LLC: «Comprehensive
approach to protection against internal threats in the system of interagency information
interaction»

. Mr. Alexey Lipatov, Development Director of LLC «Company of Information Technologies»:

«Improving the security of critical information infrastructure by creating an automation
system for information security processes»

. Mr. Andrey Seledkin, Project Manager of FSUE «ZaschitaInfoTrans»: «The concept of

ensuring cybersecurity on high-speed rail transport»

. IMr. van Levchuk, Head of the State Border Committee of the Republic of Belarus: «Mobile

automated workstations with wireless access to secure departmental information systems»
Mr. Alexey Seryogin, Head of the Information Systems Operation Department of the National
Center for Electronic Services of the Republic of Belarus: «Interdepartmental electronic
interaction in the Republic of Belarus»

Mr. Georgiy Naumenko, Head of the department of the United Institute of Informatics
Problems of the National Academy of Sciences of Belarus: «On scientific and methodological
support for the formation of the «Electronic State» in the Republic of Belarus»



